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INCREASE
AWARENESS,
REDUCE RISK

During the Association of
Certified Fraud Examiner’s
National Fraud Awareness
Week, the D.C. Department
of Insurance, Securities and
Banking will bring you re-
sources and information on
fraud prevention. This week is
one to teach consumers and
businesses about recognizing
types
services fraud, how to prevent

various of financial-

them, and how to fight against
them.

The Government of the District of Columbia
Department of Insurance, Securities and
Banking  regulates all financial-service
businesses in the District of Columbia. Call
(202) 727-8000 or visit its Web site at
www.disb.de.gov.

FIGHTING BANKING FRAUD

e Do not give your checking
account or credit card
numbers over the phone to
anyone unless you know
the person and you know
why.

e  Sign up, ifyou can, with
your banking institutions’
early fraud warning sys-
tems.

e  Shred all financial docu-
ments with personal infor-
mation before you discard
it.

e  Contact DISB’s Enforce-
ment and Investigation
Bureau at 202-727-1563.

T H E DISTRICT O F cCcCoLUMBIA DEPARTMENT
OF INSURANCE, SECURITIES A N D B ANIKING
* K
I WHAT BANKING SCAMS EXIST
|

n yesterday’s newsletter,
DISB dealt with identity
theft. Today, it will deal with
bank fraud. Generally, when
someone steals your identity, he
or she may be able to use it to
commit other types of fraud, for instance bank-
ing fraud.

Banking fraud involves transactions by a fraudster
into legitimately owned accounts. Bank fraud is a
way of life for some people and for others, it’s a
way to get a quick loan. Following are some types
of banking fraud.

Automatic Debit Scams

Automatic debits from your checking account can
be a legitimate payment method; many people pay
mortgages or make car payments this way. But the
system is being abused by fraudulent telemarketers.
You may be asked to read off the numbers at the
bottom of your checks to qualify for some “prize.”
Once a telemarketer has your checking account
information, it is put on a “demand draft,” which is
processed like a check. The draft has your name,
account, and states an amount. Unlike a check,
however, the draft does not require your signature.
When your bank receives the draft, it takes the
amount on the draft from your checking account
and pays the telemarketer’s bank. You may not

know that your bank has paid the draft until you
receive your bank statement.

Hoax emails or phishing

These emails are sent to bank customers with the
purpose of capturing confidential banking informa-
tion such as password and login details, card and
bank account details. Once this information is cap-
tured, it is used to access a customer's Internet
banking facility and their banking accounts.

Counterfeit card fraud

Counterfeit card fraud occurs when an illegal copy
of a genuine credit or debit card is made. Most
cases involve skimming, whereby the data on a
genuine card’s magnetic stripe is electronically
copied onto the magnetic stripe of another card,
without the cardholder’s knowledge.

Predatory lending

Predatory lending is the industry professional prac-
tice of using a borrower’s ignorance against him or
her for profit. It usually affects more vulnerable
populations, for instance, seniors and minorities.
Predatory lending can be identified by deceptive
marketing and sales practices, non-disclosure of all
terms that relate to the qualification and payback of
the loan, and falsifying documentation to gain oth-
erwise unattainable loan approvals, although the
actual term is an umbrella to many scenarios.

PRACTIC
COMPU

S EVEN

ES FOR SAFER

TING

1. Protect your personal infor-
mation. It’s Valuable. This
includes name, email or home
address, phone number, ac-
count numbers, and Social

tion.

Security number. regularly.

2. Know who you're dealing
with. “Phishers” send spam or
pop-up messages claiming to
be legitimate organizations.

Never click on this and do not
give your personal informa-

3. Use anti-virus software and
a firewall, and update both

4. Be sure to set up your oper-
ating system and Web
browser software properly and
update them regularly.

5. Protect your passwords.
6. Back up important files.

7. Learn who to contact if
something goes wrong
online. If your computer is
hacked or has a virus, un-
plug phone or cable line from
machine; and scan with anti-

virus software. Visit the FBI
at www.ifccfbi.gov.

\\

/

-/



http://www.ic3.gov/�
http://disb.dc.gov�

	What banking scams exist

	Fraud awareness week

	 July 9—14

	Increase Awareness, reduce risk

	Seven practices for safer computing

	The District of Columbia Department of Insurance, Securities and Banking

	Preventing Bank Fraud 

	Wednesday, July  12, 2006

	Volume 1, Issue 2

	FIGHTING BANKING FRAUD

	Do not give your checking account or credit card numbers over the phone to anyone unless you know the person and you know why.

	Sign up, if you can, with your banking institutions’ early fraud warning systems. 

	Shred all financial documents with personal information before you discard it.

	Contact DISB’s Enforcement and Investigation Bureau at 202-727-1563.
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